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Question: 39

Contoso, Ltd

Overview
Contoso, Ltd is a consulting company that has a main office in Montreal offices in London and Seattle.

Contoso has a partnership with a company named Fabrikam, Inc Fabcricam has an Azure Active Diretory (Azure AD)
tenant named fabrikam.com.

Existing Environment

The on-premises network of Contoso contains an Active Directory domain named contos.com. The domain contains an
organizational unit (OU) named Contoso_Resources. The Contoso_Resoureces OU contains all users and computers.

The Contoso.com Active Directory domain contains the users shown in the following table.

Admin i Montreal Helpdesk

Userl Montreal. | HR
| User2 Montreall  |HR
| Users | Montreal HR TN
Admin2z | london | Helpdesk =~
Userd | London Fnance

UserS london: = |Sales ==
_Usert london = [Salesi || | 1]
Admin3 | Seawle | Helpdesk |||
Liserd Seattie Salesi|| 1]

Use8 Sealife Sales

Userd Seatile Sales

Microsoft 365/Azure Environment

Contoso has an Azure AD tenant named Contoso.com that has the following associated licenses:
Microsoft Office 365 Enterprise E5
Enterprise Mobility + Security
Windows 10 Enterprise E5

Project Plan 3

Azure AD Connect is configured between azure AD and Active Directory Domain Serverless (AD DS). Only the
Contoso Resources OU is synced.



Helpdesk administrators routinely use the Microsoft 365 admin center to manage user settings.

User administrators currently use the Microsoft 365 admin center to manually assign licenses, All user have all licenses
assigned besides following exception:

The users in the London office have the Microsoft 365 admin center to manually assign licenses.
All user have licenses assigned besides the following exceptions:
The users in the London office have the Microsoft 365 Phone System License unassigned.

The users in the Seattle office have the Yammer Enterprise License unassigned. Security defaults are disabled for
Contoso.com.

Contoso uses Azure AD Privileged identity Management (PIM) to project administrator roles.

Problem Statements

Contoso identifies the following issues:

* Currently, all the helpdesk administrators can manage user licenses throughout the entire Microsoft 365 tenant.

* The user administrators report that it is tedious to manually configure the different license requirements for each
Contoso office.

* The helpdesk administrators spend too much time provisioning internal and guest access to the required Microsoft
365 services and apps.

* Currently, the helpdesk administrators can perform tasks by using the: User administrator role without justification or
approval.

» When the Logs node is selected in Azure AD, an error message appears stating that Log Analytics integration is not
enabled.

Planned Changes

Contoso plans to implement the following changes.

Implement self-service password reset (SSPR). Analyze Azure audit activity logs by using Azure Monitor-Simplify
license allocation for new users added to the tenant. Collaborate with the users at Fabrikam on a joint marketing

campaign. Configure the User administrator role to require justification and approval to activate.

Implement a custom line-of-business Azure web app named Appl. Appl will be accessible from the internet and
authenticated by using Azure AD accounts.

For new users in the marketing department, implement an automated approval workflow to provide access to a
Microsoft SharePoint Online site, group, and app.

Contoso plans to acquire a company named Corporation. One hundred new A Datum users will be created in an Active
Directory OU named Adatum. The users will be located in London and Seattle.

Technical Requirements

Contoso identifies the following technical requirements:



» AH users must be synced from AD DS to the contoso.com Azure AD tenant.

» Appl must have a redirect URI pointed to https://contoso.com/auth-response.

» License allocation for new users must be assigned automatically based on the location of the user.

* Fabrikam users must have access to the marketing department’s SharePoint site for a maximum of 90 days.

» Administrative actions performed in Azure AD must be audited. Audit logs must be retained for one year.

* The helpdesk administrators must be able to manage licenses for only the users in their respective office.

* Users must be forced to change their password if there is a probability that the users’ identity was compromised.
HOTSPOT

You need to implement the planned changes and technical requirements for the marketing department.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

To configure user access: -
An access package

An access review

A conditional access policy

To enable collaboration with fabrikam.com: -
An accepted domain

A connected organization

A custom domain name

Answer:
To configure user access: -
:Eﬁuﬂt:_::_eg_s D _aE:iEa_ g¢ e__'
An access review
A conditional access policy
To enable collaboration with fabrikam.com: -
An accepted domain__
IA connected organization |
A custom domain name
Question: 40

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing.



What should you configure in Azure AD?
A. Company branding

B. Diagnostics settings

C. External Identities

D. App registrations

Answer: B

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring
Question: 41

Your company has two divisions named Contoso East and Contoso West.

The Microsoft 365 identity architecture tor both divisions is shown in the following exhibit.
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You need to assign users from the Contoso East division access to Microsoft SharePoint Online sites in the Contoso
West tenant. The solution must not require additional Microsoft 3G5 licenses.

What should you do?

A. Configure The exiting Azure AD Connect server in Contoso Cast to sync the Contoso East Active Directory forest
to the Contoso West tenant.

B. Configure Azure AD Application Proxy in the Contoso West tenant.

C. Deploy a second Azure AD Connect server to Contoso East and configure the server to sync the Contoso East
Active Directory forest to the Contoso West tenant.

D. Create guest accounts for all the Contoso East users in the West tenant.

Answer: D
Question: 42

HOTSPOT



You need to meet the technical requirements for the probability that user identities were compromised.

What should the users do first, and what should you configure? To answer, select the appropriate options in the answer
area. NOTE: Each correct selection is worth one point.

The users must first: -
Provide consent for any app to access the data of Contoso.

Register for multi-factor authentication (MFA).
Reagister for self-service password reset (5SPR).

You must configure: .
A sign-in risk policy

A user risk policy

An Azure AD Password Protection policy

Answer:

The users must first: -
Provide consent for any app to access the data of Contoso.
Register for multi-factor authentication (MFA).
Peaisierforsek service passwernd resel SEPR) |

You must configure: v
A sign-in risk puhcy
A user risk policy |
:-‘-‘m Azurg AT] E‘agsword Frotection policy

Question: 43

You need implement the planned changes for application access to organizational data.

What should you configure?
A. authentication methods
B. the User consent settings
C. access packages

D. an application proxy

Answer: D
Question: 44

You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.



Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:
Users to review: Members of a group
Scope: Everyone
Group: Groupl
Reviewers: Members (self)
Which users can perform access reviews for User3?
A. Userl, User2, and User3
B. User3 only

C. Userl only
D. Userl and User2 only

Answer: B

Question: 45

You have an Azure Active Directory (Azure AD) tenant that uses conditional accesspolicies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.
You need to download the Azure AD log that contains conditional access policy data.

What should you export from Azure AD?

A. sign-ins in JSSON format

B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs
Question: 46

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.



| Group3 Microsoft 365
| Groupd | Mail-enabled securnty

In Azure AD. you add a new enterprise application named Appl.
Which groups can you assign to Appl?

A. Groupl and Group2 only

B. Group2 only

C. Group3 only

D. Groupl only
E. Groupl and Group4

Answer: E
Question: 47
You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You implement entitlement management to provide resource access to users at a company named Fabrikam, Inc.
Fabrikam uses a domain named fabrikam.com.

Fabrikam users must be removed automatically from the tenant when access is no longer required.
You need to configure the following settings:
Block external user from signing in to this directory: No
Remove external user: Yes
Number of days before removing external user from this directory: 90
What should you configure on the Identity Governance blade?
A. Access packages
B. Settings

C. Terms of use
D. Access reviews

Answer: B
Explanation:

Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users
Question: 48

HOTSPOT



You need to create the LWGroupl group to meet the management requirements.

How should you complete the dynamic membership rule? To answer, drag the appropriate values to the correct targets.
Each value may be used once, more than once, or not at all. You many need to drag the split bar between panes or
scroll to view content. NOTE: Each correct selection is worth one point.

(user.objectId -ne ¥ ) and (user.userType - eq v )
‘Guest” ‘Guest”
‘Member” ‘Member”
Null Null

Answer: (user.objectld -ne null) and (user.userType -eq "Member")

(user.objectId —ne W ) and (user.userType - eq v )
“Guest” | “Guest” |
‘Member” “Member”
Null | Null |

Question: 49

HOTSPOT

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication
requirements and the access requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Securnity policies.
Maodify the User consent settings for the enterprise applications.
Fublish an application by using Azure AD Application Proxy.

Answer:



For on-premises applications:

Configure Cloud App Security policies.

IPublish the applications by using Azure AD Application Proxy |

For ShareFPoint Online:

Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

Question: 50

HOTSPOT

You have a Microsoft 365 tenant and an Active Directory domain named adatum.com.

You deploy Azure AD Connect by using the Express Settings.

You need to configure self-service password reset (SSPR) to meet the following requirements:

When users reset their password, they must be prompted to respond to a mobile app notification or answer three
predefined security questions.

Passwords must be synced between the tenant and the domain regardless of where the password was reset.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

From the Password reset blade in the Azure Active v
Directory admin center, configure: Authentication methods
Notifications
Properties
Registration

From Azure AD Connect, enable: v
Federation with Active Directory Federation Services (AD FS)

Pass-through authentication
Password hash synchronization
Password writeback

Answer:



From the Password reset blade in the Azure Active v

Directory admin center, configure: Authentication methods
Notifications
Properties
Registration
From Azure AD Connect, enable: v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication

Password hash synchronization

Password writeback

Explanation:

Graphical user interface, text, application

Description automatically generated

Question: 51

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are
assigned to individual users.

From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5licenses to
the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of
administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center

B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center
D. the Set-WindowsProductKey cmdlet

Answer: C
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