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Question #621

A security officer wants a list of any potential vulnerabilities in Amazon EC2 security groups.
Which AWS service should the officer use?

A. Amazon GuardDuty
B. AWS Trusted Advisor
C. AWS CloudTrail
D. AWS Artifact

Answer: B 
Reference:
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/

Question #622

A company has multiple departments. Each department uses its own AWS account.
Which AWS service or tool can the company use to combine the billing for all accounts into one bill?

A. Amazon Forecast
B. AWS Budgets
C. AWS Organizations
D. AWS Marketplace

Answer: C 
Reference:
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html

Question #623

A cloud practitioner needs to obtain AWS compliance reports before migrating an environment to the AWS Cloud.
How can these reports be generated?

A. Contact the AWS Compliance team
B. Download the reports from AWS Artifact
C. Open a case with AWS Support
D. Generate the reports with Amazon Macie

Answer: A 

Question #624

A large company has a workload that requires hardware to remain on premises. The company wants to use the same management and control plane services
that it currently uses on AWS.
Which AWS service should the company use to meet these requirements?

A. AWS Device Farm
B. AWS Fargate
C. AWS Outposts
D. AWS Ground Station

Answer: C 
Reference:
https://aws.amazon.com/outposts/



Question #625

Which tasks require using AWS account root user credentials? (Choose two.)

A. Creating an Amazon EC2 key pair
B. Removing an IAM user from the administrators group
C. Changing the AWS Support plan
D. Creating an Amazon CloudFront key pair
E. Granting an IAM user full administrative access

Answer: CE 
Reference:
https://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html

Question #626

Which of the following are advantages of using Amazon EC2 instances over traditional on-premises servers? (Choose two.)

A. Pay-as-you-go pricing
B. Automation
C. Self-maintenance of servers
D. Agility
E. Access to physical hosts

Answer: BD 

Question #627

To avoid malicious compute activities, a user needs a quick way to determine if any Amazon EC2 instances have ports that allow unrestricted access.
Which AWS service will support this requirement?

A. VPC Flow Logs
B. AWS WAF
C. AWS CloudTrail
D. AWS Trusted Advisor

Answer: D 
Reference:
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/

Question #628

What are the market advantages of running workloads in the AWS Cloud? (Choose two.)

A. Less staff time is required to deploy new workloads.
B. Increased time to market for new application features.
C. Higher acquisition costs to support peak workloads.
D. Increased productivity for application development teams.
E. A decrease in the average server CPU utilization.

Answer: DE 
Reference:
https://pages.awscloud.com/rs/112-TZM-766/images/GEN_windows-on-aws-it-staff-productivity-idc-mini-report_Sep-2019.pdf

Question #629

Which Amazon S3 storage class allows users to store data backups for long periods of time at the LOWEST cost?

A. S3 Standard-Infrequent Access (S3 Standard-IA)



B. S3 Standard
C. S3 Glacier
D. S3 One Zone-Infrequent Access (S3 One Zone-IA)

Answer: C 
Reference:
https://aws.amazon.com/s3/storage-classes/#:~:text=S3%20Glacier%20Deep%20Archive%20is,or%20twice%20in%20a%20year
.

Question #630

Which of the following technologies provides a secure network connection from on-premises to AWS?

A. Virtual Private Network
B. AWS Snowball
C. Amazon Virtual Private Cloud (Amazon VPC)
D. AWS Mobile Hub

Answer: C 
Reference:
https://aws.amazon.com/blogs/apn/amazon-vpc-for-on-premises-network-engineers-part-one/

Question #631

When comparing AWS Cloud with on-premises Total Cost of Ownership, which expenses must be considered? (Choose two.)

A. Physical storage hardware
B. Operating system administration
C. Network infrastructure of data center
D. Project management
E. Database schema development

Answer: AC 

Question #632

A company uses Amazon EC2 infrastructure to host steady-state workloads and needs to achieve significant cost savings.
Which EC2 instance pricing model should the company select?

A. Reserved Instances
B. On-Demand Instances
C. Spot Instances
D. Dedicated Hosts

Answer: A 
Reference:
https://aws.amazon.com/ec2/pricing/

Question #633

Which guideline is a well-architected design principle for building cloud applications?

A. Keep static data closer to compute resources.
B. Provision resources for peak capacity.
C. Design for automated recovery from failure.
D. Use tightly coupled components.

Answer: B 
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